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Foreword

The Gold Standard Audit Protocol for U.S.
Elections will explain why:
• We must prepare our high school students—our next generation—

for maintaining democracy at home with more than R.O.T.C.
• The issue is NOT whether ballots shall be hand counted -ORcomputer counted
• We may use slightly customized “off-the-shelf” computer software
and hardware to save money without sacrificing security
• The biggest paradigm shift we’re about to encounter is whether
the control of our ballots will be centralized—under the primary
purview and of the county/state
– OR –
decentralized—under the purview of ALL the local precincts, then
under the purview of the County. In this proposed “decentralized”
model, there is a clear division and balance of power between the
various government entities.
• We must adopt a firm hierarchy of principles and a new paradigm
of “Consilience” for “checks and balances” that will guide all our
the audit protocol methods
• There is wisdom of building oversight functions that overlap
multiple ways
• An audit protocol is only as strong as its weakest link
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1.  Introduction
Recent revelations about our voting system vulnerabilities make it
clear that we must have a new election integrity protocol in place
before the 2006 elections—a protocol worthy of all those patriots,
throughout our country’s history, who have bravely sacrificed their
lives in the name of democracy.
We urgently need a mandatory audit protocol based on the assumption that ALL hand counted and ALL machine counted votes
are subject to tampering.
We must think like a bank.
We need precinct reconciliation before merely dumping data into
the centralized tabulation centers.
And we need rigorous mandatory statewide audits.
And, finally, we must achieve all this at a time when our State has
already had to make hard decisions about where to spend its dwindling tax dollars. It is a time to innovate new uses for resources
we’ve already established.
The following is an overview on how we can rebuild the foundation
of our democracy with an audit protocol incorporating rigorous
checks and balances.
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2.  Hierarchy of Principles
“First do no harm,” is the Hippocratic oath, and it also works as a
clarifying principle to assure our democracy’s vitality.
Even important features—such as accessibility, economy, expediency—cannot come at the sacrifice of the accuracy and accountability of our elections.
And if in the final examination any feature is deemed too complex
to accommodate our audit protocol, then we must forfeit NOT the
audit protocol, but the feature.
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3. Two Primary Vote Counting Methods
To appreciate the solutions that a rigorous audit protocol provides,
it’s worth a quick look at what may be a different perspective on
our two primary voting methods. What’s good? What’s not? And
then to note what’s currently in the Election Code to provide some
essential safeguards.
A. Two Vote Counting Methods
1. Hand Counted Paper Ballots
It is a system so wonderfully simple that anyone can
understand it, but it is slower than machine methods.
Also, its reliability is entirely reliant upon each and every
precinct’s strict adherence to chain of custody protocols
and its supporting documentation. And while these are
not insurmountable problems, history is rife with “old
fashioned” methods for stealing elections with handcounted ballots. Hand counting methods are not exempt
from the need for rigorous audits.
2. Computer Counted Paper Ballots (and/or Paper Trails)
It is a system that provides unparalleled convenience
and expediency, but it is (a) expensive and (b) it lacks
transparency, as follows:
a. It’s Expensive. Unlike their predecessors—the lever
technologies that were guaranteed for 25 years or
more—these systems are often only guaranteed for
five years and require costly supply and maintenance
contracts, which are NOT provided for in the federal
Help America Vote Act funds.
b. Lack of Transparency. Because voters cannot view
what happens to their ballot when it goes into the “black
tunnel”—the journey from the moment the ballot is cast
through to final tabulation—there is a unique hidden
environment offering limitless ways to continuously
outsmart even the latest and greatest security features.
Yet, by analogy, just like the plumbing of a municipal
water system that can be contaminated countless
ways causes no substantial risks to us--as long as we
effectively test them before we rely upon them. So, too,
we can safely use computerized voting systems--as long
as we effectively test them before we rely upon them. We
can test the reliability of computerized voting systems
by requiring a mandatory rigorous auditing protocol on
each and every election.
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3. Two Primary Vote Counting Methods
B. But, Don’t We Already Have a Worthy Audit Protocol?
Some might argue that we’ve already got that—we’ve got California’s 1% manual random audit protocol as specified in Election Code 15360. Unfortunately, aberrations to original intent
have gone unchallenged and thereby its purpose has become
so hopelessly undermined that the current code has been interpreted as follows:
1. The “manual” requirement is not manual. Some counties
merely feed the election data through the same computers a
second time.
2. The “random” requirement is not random. Some
counties merely choose the same precincts—their smallest
precincts.
3. The “1%” the sample size is not adequate. Some
statisticians now argue that a 1% of randomly selected
precincts yields LESS than a 50% probability of revealing
errors as it is currently applied under this present Election
Code 15360. Further, a loophole whereby early voting
(which includes absentee voting) has been exempted from
the recount. During the last election of November 2005,
approximately 40% of votes were exempted from this 1%
audit.
4. There is no recourse. Even if errors were revealed, the
election code provides for absolutely no recourse.

Gold Standard Audit Protocol for U.S. Elections

Jan. 19, 2006

GSAP_21.indd

SLTH • CEPN -

California Election Protection Network



4. Consilience: A Useful Paradigm
A. Why “Consilience”
Whereas “double-entry bookkeeping” provides the most basic
of accounting principles that works so well for our banking
systems, it doesn’t work at all for our voting systems. Voting
systems lack the transparency of transactions, because they
must maintain the secrecy of the ballot. Fortunately, there exist other means to satisfy our vote accountability needs, such
as “Consilience.”
“Consilience” is a term used by the distinguished Harvard
biologist E.O. Wilson to describe a scientific means to arrive at
truth. Specifically, E.O. Wilson argues that we can call something true when two different and distinct methodologies concur, or intersect, by reaching the same conclusion.
The concept is simple. And even E.O. Wilson admits that “Consilience” is just a fancy word for “coherence,” but he opted for it
because coherence has several other meanings.
B. General Principles of Consilience
There are innumerable ways that Consilience could be applied
to vote counting accountability, but here are some general
principles.
1. Use two distinct vote counting methodologies.
2. Use two distinct groups of people to oversee these
methodologies.
3. Perform these functions in separate locations.
4. Orchestrate two methodologies so that comparing notes
between the two groups would either be impossible and/or
be of no use in tampering with the outcome.
5. Post the results immediately upon tabulation—both on
paper at the site, as well as the Secretary of State’s Office’s
for immediate posting on a publicly accessible website.
6. Videotape the processes and/or assure that there are ample
witnesses.
C. Applying Consilience for Optimal Accuracy
1. Advantages
Applying the principle of Consilience to our audit protocol
would provide a low-tech, low-cost method to achieve an
unsurpassed high standard of vote counting accuracy. With
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4. Consilience: A Useful Paradigm
this optimal accuracy there is the corresponding increase in
voter confidence that our votes are indeed counted as cast.
2. Brief Example
Here’s just one brief overview example of how Consilience
could be applied on the COUNTY level:
Methodology #1: Computerized tabulation of digital ballot
data, with oversight by County Election Officials to be
performed and concluded on election night.
Methodology #2: Hand-Counted paper ballots (and/or
paper trails) of 5% of randomly selected precincts, with
oversight by the County Auditor’s Office to commence the
morning after the election.
Election Results: The results of the official canvass would
not be publicly announced until there is a reconciliation
between the two methodologies as specified in greater
detail later.
D. Additional Benefits of Using Consilience
1. Reduced Costs
In addition to providing optimal accuracy to vote tabulation,
consilience would increase the transparency of the entire
process, yet decrease our reliance on chain of custody
protocols. Eventually, it will likely lead to reduced costs.
Current brand-name computerized voting systems are often
more than four times the cost of what their closest off-theshelf generic counterparts cost.
Why? Because, while brand-name systems offer customized
hardware to accommodate ballots and/or paper trails, the
main justification for their higher cost is their proprietary
software.
2. Eliminates Reliance on Proprietary Software
The “advantages” of proprietary software are its promised
secret security and accuracy features. The reality is that
proprietary software is subject to the same vulnerabilities
as is all software—the perpetual battle against infiltration.
And proprietary software has one additional disadvantage
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4. Consilience: A Useful Paradigm
in that its software is housed where only privileged experts
may examine it.
The security and accuracy of our votes is better served
by a transparent audit protocol that is not reliant on a
computer’s hidden proprietary software.
The justification for costly proprietary software has been
eliminated.
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5.  Two Primary Models for Audit Protocols
A. How to Outsmart the Two Most Common Statistical Models
The two most common statistical models for creating an audit
each has its own serious security gaps (and each has its advantages over the other), as follows:
1. The COUNTY Audit Model Overview
The COUNTY Audit Model examines a small percentage of
randomly selected precincts drawn from EVERY County,
and the selected precincts are examined in their entirety.
Example: The COUNTY Audit Model requires that every
County examine 100% of x% (and x% usually ranges from
1% to 10%) of randomly selected precincts.
a. How to Outsmart the COUNTY Audit Model
Strategically, the best way to avoid detection in this type of
audit would be to dramatically tamper with many ballots,
perhaps even hundreds from as few precincts as possible.
b. Pros and More Cons for the COUNTY Audit Model
i.

Pros: By selecting 100% of an entire precinct, we
can do the reverse math necessary to check that the
ballots that were fed into the county’s centralized
tabulator are added up correctly. Also, by checking
100% of entire precincts, the problems leading to
any errors are obvious. And when errors are found,
they can trigger the examination of more randomly
selected precincts within the county.

ii. Cons: It is noteworthy that there is one more
negative to this model, BUT it only applies if we use
its results to affirm the accuracy of MORE than
the precincts selected. Because “precincts” are
really neighborhoods where one party affiliation is
dramatically more popular than the others, it can
cause a “cluster effect” that can skew the results.)
2. The PRECINCT Audit Model Overview
The PRECINCT Audit Model examines a very small random
selection of ballots from ALL precincts,
For example. The PRECINCT Audit Model requires the
examination of x% (and x% is typically 1% to 20%) of
randomly selected ballots drawn from ALL precincts. Also,
because precincts cannot exceed 1,000 voters, 10% of ballots
that would be examined in each precinct under this model
would be no more than 100 ballots.
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5. Two Primary Models for Audit Protocols
a. How to Outsmart the PRECINCT Audit Model
Strategically, the best way to avoid detection in this
type of audit would be to very lightly tamper with few
ballots, perhaps just a mere ballot or two from as many
precincts as possible.
b. Pros and More Cons for the PRECINCT Audit Model
i.

Pros. Its best feature is that it compensates for the
security gap of the County Audit Model.

ii. Cons: Because the size of precincts in California are
limited to 1,000 voters, to examine even a whopping
10% of a precinct would only be a sum total of 100
ballots. With this type of precinct auditing, because
the audit sampling is so small, its significance
cannot be appreciated until it is later compiled with
ALL the precincts in the county. This type of audit is
probably best understood in the context of belonging
to the “exit poll” family of election accountability.
B. Which Audit Protocol Model Should We Choose?
While it is tempting to pose these two models as an either/or
proposition, the reality is that an audit protocol must do its job
of securing the vote and no less.
When these two audit protocols are used together they will effectively cast a “double net” to close their respective security gaps.
And so we must use both.
Because we must think like a bank.
And for that reason, we call each audit protocol model a “reconciliation” as a metaphor to invoke the idea that we should
attend to our votes with at least as much diligence as banks
attend to our checking accounts.
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Precinct Reconciliation

COUNTY Reconciliation

10% randomly selected from all precincts
(approx. 100 ballots)

5% randomly selected precincts audited in
their entirety

6.  Definition of a “Precinct”
The legal definition of the term “Precinct” must be amended,
as follows:
A. Amendments Required
1. Composition. Each and every voter’s registration and
ballot must be linked to a precinct, i.e. every precinct’s
composition shall be inclusive of ALL methods including,
but not limited to, in-precinct voting, absentee, vote by
mail, overseas military, and early voting.
2. Criteria. All precincts will be established by grouping voter
neighborhoods, i.e., precincts shall always be based on the
proximity of the permanent residence of each voter.
B. Affirmation of Present Election Code
1. Size. California Election Code does provide a precinct size
limit whereby no precinct shall exceed 1,000 voters.
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7. The Importance of Tethering ALL Votes to
Neighborhood Precincts
To achieve an audit protocol with foundational integrity, we must
tether each and every vote—ALL votes—back to their respective local neighborhood precincts for the following reasons.
A. The Non-Election Day Voting Loophole
California’s current Election Code 15360 clearly states that its
mandatory 1% audit is applicable to all precincts of the official
canvass. Because the “official canvass” is composed of ALL the
votes counted in the election, some have construed this language to mean that the audit is applicable to ALL votes.
BUT others reading the same Election Code choose to focus
on the words “cast in all PRECINCTS” and see a loophole that
permits votes not cast in a precinct as exempt from the audit,
e.g. absentee ballots. All absentee ballots relate to a specific
precinct and therefore must be included in that precinct’s ballot total. As a result, whereas the majority of ballots receive the
benefit of Election Code 15360, these ballots that are deemed
“precinctless” do NOT receive any audit protocol protections
whatsoever.
Yet, it is un-American that there should be ANY second-class
integrity methods of voting. All votes should be worthy of the
same level of accountability.
This loophole is even more troubling when we realize that the
trend toward absentee voting is increasing. The latest figures
show that the State of California voted nearly 40% absentee
in the Special Election of November 2005, and it is anticipated
that this figure will increase.
(For more on the increasing trends toward absentee voting,
See, http.//www.insidebayarea.com/trivalleyherald/oped/ci_
3359498 )
B. Local Purview of the Physical Ballots
ALL ballots will be under the watchful guardianship of local
purview. When we decentralize the physical location of the ballots on Election Day it inherently makes significant tampering
much more difficult.
Though many citizens now understand the lack of transparency issues with proprietary software and computerized voting,
they fail to recognize the same issues in unilateral centralized
vote counting. In fact, many are under the misapprehension
that the county is offering the same level of security, accountability, and transparency of actions as that of their bank. Commonly, people will say that they feel safest having their votes
housed at a county site.
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7. Importance of Tethering All Votes to Neighborhood Precincts
While we probably can trust the vast majority of government’s
institutions, it would be naive to believe we can trust them
100%; particularly with issues as important as the transfer of
their power and the oversight of taxpayer dollars. Tethering ALL
votes back to neighborhood precincts before they get processed
at the county level is an efficient and economical way to reinstate prudent checks and balances into our voting system.
C. Local Purview of Ballot Tallies
Local purview of the ballot tallies would offer one more way for
ordinary citizens, who happen to be working as poll workers in
their local neighborhood precincts, to be certain that ballots do
not appear or disappear illegally. This could be accomplished
by comparing all ballots tethered to their precinct to their poll
book and/or registration data.
In other words, the possibility that ballots may be either added
or subtracted while in the custody of the County Clerk, the Post
Office, or their subcontractor “processing centers,” would be
greatly reduced. (This feature would work even better if there
were a way that non-election day voters, including absentee
voters, could see that their name is checked off as having voted
on the Secretary of State’s website.)
D. Local Purview of Precinct Poll Books & State Centralized
Voter Registration
The tethering of ALL votes to precincts is important for yet another reason: It provides a means to check the accuracy and
completeness of the poll books. And if they are deemed correct,
they will also provide a means to compare against the State’s
centralized voter registration system to assure that it, too, is accurate.
Also, there is the added benefit that many neighborhood precinct
workers know some of their community’s members and can spot
a fictitious address when ALL voters are required to have their
votes under the purview of their neighborhood precincts.
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8.  How to Tether ALL Votes
Back to Neighborhood Precincts
A. Methods of Non-Election Day Voting (“Precinctless Voting”)
It is helpful to first identify the three primary ways that votes
may be deemed precinctless.
1. Absentee (a/k/a “vote by mail”)
2. Early voting at select (usually non-precinct sites,
including but not limited to voting at special mobile
trailers, voting at city halls.)
3. Overseas Military
B. All Precincts Must Establish a “Precinct Sorting Address”
Each precinct shall have a permanent and unique Precinct
Sorting Code (“PSC”) for security purposes, each PSC will have
originated by a random process. These addresses must NOT be
clustered by location as are our zip codes.
Each county shall have a list of its randomly selected PSCs listed in sequential order. (For example, 992551, 789229, 476555,
110022, 000001.)
Preferably this PSC will be able to be scanned by the U.S. Post
Office’s zip code technology.
C. How & Where All Non-Election Day
Ballots Shall Be Delivered
1. Sorting. All Non-Election Day ballots shall be sorted by
their “Precinct Sorting Address” to be performed by either
by the U.S. Post Office and/or by a designee of the County’s
choosing. [Again, if we cannot assure that this is done
securely, we ought not forfeit the audit protocol, but must
forfeit this feature.)
2. Delivery Method. All Non-Election Day ballots shall be
delivered directly to the Precinct sites via the U.S. Post
Office, or by the poll workers who pick up the ballots from
the Post Office. (And if using poll workers’ cars causes a
concern about security, we should remember that this is
the same method that ballots are delivered to the County
after the close of polls.)
3. Timing. All precinct deliveries will be made as early as
possible on Election Day— preferably no later than 6 p.m.
4. Access to “Precinct Sorting Code.” The “Precinct
Sorting Code” shall be readily available on the Secretary of
State’s website by typing in the registered voter’s address
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8. How to Tether ALL Votes Back to Neighborhood Precincts
and/or by printed booklet available wherever ballots are
distributed.
5. Assistance. To avoid confusion for the voter, all NonElection Day Ballots shall either preprint the precinct
address code, or have an election official offer some similar
form of accommodation to assist voters in properly directing
their ballots and/or the ballot envelopes to their precincts.
D. Earlier Mailing Deadline for Absentee Voting
1. Absentee Mail-in Deadline. To allow ample time for sorting
and delivery to each Precinct site by Election Day, all ballots
must be mailed one week before Election Day (e.g., if an
election were to be held on Tuesday November 14th, then
the last day to mail in an absentee ballot would be Tuesday
November 7th). (By assuring that the deadline for mailing
absentee ballots is exactly one week prior to the Election
Day facilitates both ease of communication and the public’s
comprehension.)
2. Benefit. The absentee voting cut-off date is now sooner
than it was, and it may at first seem like a step backwards
in the quest for more inclusionary democracy. But the trade
off is that the votes cast by absentee will now be part of
the precinct reconciliation and will gain all the important
safeguard benefits therein. Early voting, Non-Election Day
voting, must NOT be second class security voting. (Again,
if we cannot achieve accuracy, then we shall not forfeit the
audit protocol, but shall forfeit the feature.)
3. Begin Earlier. Perhaps it would be possible to begin the
absentee voting earlier to help compensate for the loss of
week.
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9.  Physical Evidence
A. Why Paper Ballots?
(and/or Accessible Voter Verified Paper Trails)
A rigorous audit protocol is completely reliant on the availability of tangible evidence. Even a bank, with all its security
measures, cannot pass an audit without an auditor randomly
counting real money and checking paper trails. Digital information alone cannot reveal whether there has been a 1-to-1 correspondence between the reality of a transaction and how it got
recorded digitally. And thereby, auditability equals legitimacy.
B. What Type of Paper is Suitable?
For both ballots and/or accessible voter-verifiable paper audit
trails, the following specifications shall be required:
1. Paper Stock
i.

size: 8.5 x 11” sheets (not on rolls)

ii. weight: 20 lb. minimum
iii. color: white
iv. type: archival for at least 10 years
v. considerations: use of recycled paper is preferable
2. Print
i.

ink: archival black ink (preferably non-toxic)

ii. font size: 14 point for the candidate names and
proposition and measure titles; subtext shall be 12
point
3. Storage
i.

Presidential elections: four years

ii. Primaries and all other elections: two years
4. Disposition
i.

All Paper: Recycled

C. Why Paper Poll Books?
(and/or Paper Records of Voter Registration)
While many citizens understand the need for a paper ballot
(and/or a paper audit trail) for the physical evidence it offers
our voting systems, many have not given much thought to our
paper and ink registration poll books.
With the advent of the computerized Centralized Voter Registration system that is now mandated by the Help America Vote
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9. Physical Evidence
Act, there is the possibility that the traditional paper and ink
(sign-in system) registration poll books may be deemed an unnecessary redundancy. Yet, while we may embrace the features
of the new, we should also preserve the old system for the following reasons:
1. Consilience: Two methods arriving at the same conclusion
provides a level of accuracy much higher than each one
alone.
2. Recourse: In the event of a dispute, the paper system offers
tangible evidence. This evidence acts as not only proof for
recourse, but it also acts as an important deterrent against
wrongful purges, which are possible when registration data
lies solely under the control of a centralized system.
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10.  Voteneers
A. Overview
1. Who Are Voteneers? Voteneers (pronounced Vo-tahNEERS) are high school students, including 9th grade, who
provide assistance in specific precinct reconciliation tasks
after 7.30 p.m. on Election Day.
2. Why Do We Need “Voteneers”? While the counting of
approximately 100 votes, and perhaps a few provisional
ballots, in their entirety, under normal conditions, would
not likely prove to be a difficult task, our precinct poll
workers—many of whom are elderly—may find their focus
and energy dwindling by the end of the day. Also, by
performing a separate task from the other poll workers,
as well as providing their own witnesses, they would help
satisfy a prerequisite for consilience.
3. But Why Adolescents? Not only are adolescents also
concerned about issues of fairness, but also recent
studies have demonstrated that adolescents typically
are biologically prone to later bedtimes during puberty.
Therefore, under the direction of the precinct Election
Inspector, the Voteneers will likely provide welcomed
energetic assistance. (See, http.//www.medicalnewstoday.
com/newssearch.php?newsid=32907 )
But most importantly, entrusting young people with the
honor of securing our democracy will prepare them—the
next generation—to take responsibility for the civics
challenges that will greet them.
Further, our young people who are asked to participate
in programs in high school, such as R.O.T.C., with the
possibility that they might soon be dispatched to fight
for democracy overseas, must also learn to fight against
complacency that shall lead to losing democracy at home.
Because to keep the candles for democracy’s light burning
bright is every generation’s burden.
We must teach our students to heed Thomas Jefferson’s
admonition, “Eternal vigilance is the price of liberty. . . .”
4. Role of Parents and/or Guardians. The primary role
Voteneer parents will be to act as volunteer witnesses of the
hand count process and to chaperone their minor children
for the entire duration of this evening activity, which on
rare occasions may run quite late.
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10. Voteneers
B. Voteneer Details
1. Arrangements. Specific arrangements for Voteneer
assistance shall be made by a county designated election
official and the high school principals of each community.
2. How many? Each precinct shall schedule 3-4 Voteneers.
(Two Voteneers are the minimum required to accomplish the
Precinct Reconciliation tasks.)
3. Permission Slips. Each Voteneer will fill out a permission
slip outlining his or her duties, and this permission slip
shall be signed by the high school principal, the student,
and the student’s parent or guardian.
4. Qualifications. The students must be U.S. Citizens and
have a 2.5 grade point average or higher. Each Voteneer
shall be accompanied by his or her parent (or legal
guardian). Students with parents who have a conflict
of interest with the outcome of the election may not
participate, e.g., running for office. (Students who possess
a high school record for disciplinary or emotional problems
shall not participate.)
5. Arrival time. Voteneers and their parents shall arrive at
7.30 p.m. (This is more than a half hour before their chore
will commence, but it will provide some leeway if there is
any unanticipated reason that they are delayed. The hand
counting task will commence upon the close of the polls
AFTER the machine tally has been sent to the central
tabulation site.)
6. Guidance. Voteneers shall work under the guidance of each
Precinct’s Election Inspector.
7. Compensation. The honor of Voteneer work is entirely a
volunteer effort, but it is hoped that the high schools would
reward with students with a special privilege or some school
credit as part of a civics assignment.
8. Voteneer Training. Instructional step-by-step examples
of tasks and responsibilities required of poll workers and
Voteneers shall be made available by videos and on-line
movies in the two most popular formats.
Because not everyone has a video player or a computer,
these materials will also be available at all public libraries.
Also, the instructional materials will provide a call-in
number to assist new workers with their questions.
All poll workers, Voteneers, as well as the Voteneer parents
(and/or guardians) must sign a legal verification declaring
under penalty of perjury under the laws of California
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10. Voteneers
that they both understood and viewed these instructional
materials in their entirety.
These materials will be produced by the Secretary of State’s
office.
9. Voteneer Records. The names and addresses of all
voteneers and their parents (or guardians) are to be kept
with the precinct vote tallies for the term of the vote storage.
10. Voteneer Contingency Plan. In the rare and unforeseen
event that there are no Voteneers, then the precinct’s poll
workers shall complete these tasks without Voteneer help.
The absence of Voteneer assistance shall be reported to the
“Vote Scope”for public posting as described later.
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11.  Provisional Ballots
A. Status Pending
Because it is uncertain whether provisional ballots are legally
cast (i.e. whether the voter is in fact properly registered and
qualified to vote), provisional ballots cannot be mixed in with
the Precinct Reconciliation Tally. Instead, they are to be tallied
separately, and in their entirety at the precinct on election day.
B. Change of Ballot Status
Any ballots cast using the Non-Election Day Voting methods
that is deemed highly suspicious by a majority of poll workers
shall be treated as though it were a provisional ballot.
Reasons for poll workers to question the legitimacy of vote
could range be for any reasonable reason, e.g. the signature
does not appear to match, the address is known to be nonexistent.
C. 100% Hand Counted
Provisional ballots shall be hand tallied in their entirety (as described in the Voteneer designated portion of the hand counting
process described later).
D. Submission to County & Posting
The final hand count tally shall be reported to the county and
designated as the “provisional ballot tally.” It will also be reported to Secretary of State’s website’s “Vote Scope” link for
immediate public posting.
E. Added Feature for Citizens
Because the final hand count tally of these provisional ballots
will be posted on the Secretary of State’s website, as described
later, these posting results will be in a readily accessible place
allowing all concerned citizens, and their political parties, to
see if an expenditure of their resources is warranted to monitor
their inclusion, or exclusion, in the final canvass.
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Precinct Reconciliation

Precinct Reconciliation
10% of ALL Precincts Ballots (and/or Paper Trails)
randomly selected from each and every Precinct
(approx. 100 ballots of all precincts)
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12.  Precinct Reconciliation Overview
The reliability of the Precinct Reconciliation is based on the precinct’s Election Day access to ALL votes. (See, “The Importance of
Tethering ALL Votes to Neighborhood Precincts.”) There are three
primary processes that must be accomplished in the precinct BEFORE tally results are reported to the County.
A. Non-Election Day Voting
1. Collect Ballots. Precinct poll workers to collect ALL NonElection Day ballot types (e.g., absentee, vote by mail,
military overseas, early voting), so they maybe included in
random hand count selection described below.
2. Authenticate Signatures. Visually compare signatures
of all Non-Election Day ballots against the centralized
voter database of signatures. Any ballots with signatures
that do NOT appear to be legitimate shall be considered a
“provisional” ballot until resolution of the authenticity of
the ballot can be determined. (This is an important function
to accomplish with the advantages of human eyes, not
only because of their inherent advantages, but because
many new scanning technologies can calibrate how tight a
signature match is desired and thereby can be used as vote
spoilage devices.)
3. Verify Accuracy of Precinct’s Poll Book & State
Database. Check off all the voters names that appear
on the Non-Election Day ballots against BOTH (1) the
precinct’s registration poll book and (2) the centralized voter
registration database. Also, indicate the vote method used.
B. Computer Tabulation for In-Precinct Voting
1. Computer generated tabulation of ALL votes cast on
computers in the precinct—to be performed by precinct
poll workers—under the direction of the Precinct’s Election
Inspector.
2. Tabulation to commence immediately upon the close of polls.
C. Hand-Counting
1. The following will be hand counted:
a. ALL provisional ballots.
b. 10% of ALL paper Ballots (and/or Paper Trails)
randomly drawn from ALL voting methods, (BUT
excluding provisionals).
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12. Precinct Reconciliation Overview
2. This hand-counting task to be performed by Voteneers (and
witnessed by Voteneer parents), with general oversight by
Precinct’s Election Inspector
3. Hand-counting shall commence AFTER the computer
tabulation data is both posted in front of the precinct and
sent to County. (Anyone involved in the hand-counting
process should NOT be told the computer totals.)
D. Precinct Tally Postings (Responsibilities of Poll Workers)
1. What Shall Be Posted & How
ALL tallies that are reported to the County, must also be
posted at the precinct for public viewing including, but not
limited to, in-precinct voting, absentee, military vote. The
votes cast by hand, computer, and provisional shall each be
tallied separately, as follows:
a. Timing
i.

Bi-Hourly Computer Tally. If, and only if, ANY
person is taking unofficial precinct tallies at anytime
during election day, this information must be made
public, as follows:
Every two hours the unofficial preliminary tallies
from the computerized voting shall be posted with
the time of each tally indicated. The tallies shall be
posted prominently in the immediate proximity of
the entrance to the precinct.

ii. Final Computer Tally. The final computer tally
shall be posted outside the precinct. It shall be
delivered to the central tabulation site BEFORE
commencement of the hand count.
At the close of polls,
iii. Final Hand Count Tally. Upon completion of the
final hand count, this tally shall be posted next to
the “Final Computer Tally,” BEFORE its submission
to the County.
b. Method of Posting Details
i.

Precinct Tally Postings. Precinct tally postings
shall be on paper or cardboard sheets no smaller
than 8.5 x 11 inches, in a type font no smaller
than 12 picas, printed in black ink, and affixed at
eye level in an easy to view prominent place upon
entering the precinct.
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12. Precinct Reconciliation Overview
ii. Bi-Hourly. If, and only if, ANY person is taking
unofficial precinct tallies at anytime during election
day, this information must be made public, as follows:
Every two hours, and finally upon the close of polls,
the precinct’s Election Inspector will be given a
computer password that will permit access to a link
that will automatically and immediately post the
information on the Secretary of State’s website, as
well as to the County.
ii. Final Tallies. Upon the close of polls, the precinct’s
Election Inspector will be given a computer password
that will permit access to a link that will automatically
and immediately post the information on the Secretary of State’s website, sorted both by precinct and by
county.
c. Contingency Plan for System Failure
i.

Duplicate Set. Duplicate copies of the final postings
to be taken home by the Precinct Inspector and by
a Voteneer’s parent (or guardian) for safekeeping in
the event that there is a power failure or problem
with the Secretary of State’s website.

E. Machine Failure Contingency Plan
If a voting machine or system is found to have failed to record
votes in a manner indicating an operational failure, the poll
workers shall hand count all of the Ballots (and/or paper trails).
F. General Public & Official Political Party
Witnesses & Recording
Upon the close of the polls at least 10 voters may stay and observe the hand count, and up to 3 “official witnesses” from each
political party represented on the ballot. There shall be a list to
sign up for this privilege, which shall be held by the Precinct
Inspector. Parties must sign up for this privilege immediately
after casting their vote in the precinct and preference must be
given to an even balance among the various political parties
represented in each particular election. After those considerations are met, then it shall be determined on a first come first
serve basis.
Also, each political party may send up to three representatives
to record the precinct reconciliation process by any non-disruptive method desired. However, the recording may NOT be
conducted in a manner that will may capture the identity of
any particular voter’s name and/or address. Some acceptable
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12. Precinct Reconciliation Overview
methods of recording are, but are not limited to, photography,
videography, and stenography.
G. Definition of “Manual” & “Hand”
The terms “manual” and “hand” are used interchangeably to
mean a process conducted by using human eyes and hands to
count ballots (and/or paper audit trails) without computerized
assistance.
H. Audit Percentage Required for PRECINCT Reconciliation
1. Purpose. In the PRECINCT Audit Model, x percentage of
Ballots (and/or Paper Trails) must be randomly selected
from each and every precinct. This x percentage of Ballots
(and/or Paper Trails) is then audited for accuracy.
2. What Percentage? Determining what x percentage of randomly selected Ballots (and/or Paper Trails) is a matter of
debate. Statisticians debate over what the perfect percentage is—ranging from 1% to 20%, and it would be easy to get
lost in a battle of the experts on this topic. But the decision need not take that turn. Because the number of ballots (and/or paper trails) that this percentage represents is
quite manageable—a mere 10 to 200 ballots. As a practical
matter, the bottom range would pose a challenge in evenly
distributing the randomly selected sample over all the voting methods. (For example, how do we randomly draw 10
ballots from 4 different voting methods?)
3. Conclusion. Our voters require confidence that their vote
is counted as cast, and 10% is the median of the range in
the debate as to what is optimal. Therefore, the precinct
reconciliation shall require 10%. (10% is approximately 100
ballots per precinct.)
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13.  Precinct Reconciliation Step-by-Step
A. Convene the Voteneers and Witnesses for the Random
Selection Process
1. Upon the of close polls and AFTER the computer tallies
are submitted to the County, Voteneers, and their parents
(and/or guardians), shall be conferred with the privilege of
randomly selecting 10% of ballots (and/or paper trails).
2. With at least four adult witnesses, the precinct’s Election
Inspector shall open for examination the receptacles
holding the paper ballots (and/or paper trails).
3. The precinct Election Inspector will then choose one of the
high school student Voteneers as the “Voteneer Captain.”
4. Then, the Precinct Reconciliation process shall officially
begin with the selection of 10% of ALL the precinct’s ballots
(and/or paper trails) including, but not limited to, the inprecinct, absentee, vote by mail, military overseas, early
voting, in a manner described as follows:
B. Calculations for the Random Selection Process
1.  How Many Ballots from Each Voting Method? Each
precinct shall count the number of ballots (and/or paper
trails) from ALL (except provisional ballots) of its precinct’s
voting methods used in the election, e.g. in-precinct,
absentee, military overseas, early voting, absentee.
2. Applying the Math. Then the precinct must calculate
with the assistance of the Voteneers what number must
be drawn from each voting method to achieve an even
distribution. The following is a detailed explanation on
exactly how the math shall be applied.
a. The precinct shall count the number of votes cast using
each of the various voting methods, so that a calculation
may be applied to equally distribute the 10% random
selection of ballots of ALL ballots (and/or paper audit
trails) hand count over the various voting methods used
in the precinct.
For example, if there are 899 ballots (and/or papers
trails) in the precinct to be tallied, and the number of
votes cast were distributed over the various methods of
voting, as follows:
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13. Precinct Reconciliation (Step-byStep)
EASY Formula to Calculate How Many Ballots (and/or Paper Trails) to Select
Example 1 of 2: BEFORE Calculations Are Applied
Numbers of Ballots Cast in Various Ballot Types
in-precinct: 684, absentee: 205 military-overseas: 2, early voting: 8
Then the 10% ballot (and/or paper trails) hand count requirement would
result in the following number of paper ballots (and/or paper trails) from each
voting method to be temporarily retrieved from their respective batches for
inclusion in the hand count, as follows:
Example 2 of 2: AFTER Calculations Are Applied
Corresponding Numbers Needed to Draw From the Various Ballot Types.
in-precinct: 68, absentee: 21, military-overseas: 2, early voting: 8
Result = 99 ballots needed to satisfy 10% requirement
(Note: Calculation results shall always be rounded up for quantities of 5 and
over. Also, all methods with quantities of 10 and under shall be included
in their entirety. In some instances, applying this formula might result in a
number higher than 100 ballots.)
C. The Precinct’s Random Selection Process
1. Convene the Paper Ballots (and/or Paper Trails).
After the precinct’s Election Inspector has determined how
many of each voting method must be temporarily retrieved
to from the respective vote method batches to satisfy the
10% hand count requirement, then the student Voteneers
and their adult witnesses will proceed as follows:
a. Paper stacks. If the paper ballots (and/or paper trails)
are stored in a stack, then the precinct’s Election Inspector will divide the stack into four stacks upon a cleared
table (a table free of papers and debris), and then will ask
the Student Voteneers to take turns to randomly retrieve
the number of ballots the Precinct Inspector has determined necessary to satisfy the 10% requirement.
2. Special Treatment of Ballots on “Scrolls”
b. Paper rolls. If the paper ballots (and/or paper trails) are
stored on a contiguous roll(s), then the precinct’s Election Inspector will set each of the roll(s) upon a cleared
table (a table free of paper and debris), and then remove
the rolls from their casings, if applicable, so that they
shall be unfurled without obstruction.
Then the Precinct Inspector will ask at least two student
Voteneers, per roll, to slowly and carefully unscroll each
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13. Precinct Reconciliation (Step-byStep)
paper roll by scrolling the paper on to a “receiver scroll.”
The receiver scroll may be an inexpensive and low-tech
spindle, e.g. a wooden 2” diameter dowel and a few
pieces of removable tape carefully applied tape so as to
not obscure or damage the paper.
Upon the commencement of the unscrolling process,
another student Voteneer designated as the “Announcer” will sit in an area, or with his or her chair turned in
such a way that the announcer is NOT able to see the
unscrolling process, but IS within earshot.
The designated student Voteneer Announcer will shout
out “STOP” each time he or she wants to indicate to the
Voteneer(s) who are unscrolling the ballots (and/or paper
trails) the Announcer’s random selection has been made.
Beause at that precise moment in time of the Announcer’s shout of “STOP” occurred, the very next complete
ballot (and/or paper trail) that becomes visible in the
unscrolling process is THE ballot (and/or paper trail)
selected for inclusion in satisfying the 10% hand count
requirement, and that it must be marked, as follows:
The selected ballots (and/or paper trails) will be checked
off, with a neatly hand drawn “check-mark” using permanent ink red pen. This red check mark shall be indicated
in an area next to the furtherest top-right hand corner
of the ballot, in a place that will not obscure the ballot’s
votes, and in a way that will not damage the paper.
Once the “check-mark” and any the tally information
for each ballot (and/or paper trail) has been completed,
then the Voteneers with the unscrolling task will shout
“CONTINUE”, and this process will repeat until all the
required selections have been made.
D. Election Night: What Gets Sent to Where
Upon close of polls on Election Night each precinct shall send
their vote data to various county destinations, as follows:
1. To be sent to the County Elections Officials at the Central
Tabulation site:
a. Digital Data
b. All Hand-Count Tallies
c. Provisional Ballots
2. To be sent to County Auditor’s designated site:
a. ALL Paper Ballots (and/or Paper Trails) including, but
not limited to absentee, vote by mail, early voting.
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14.  Secretary of State Website
Our Secretary of State’s website provides a new window for election
accountability. With the advent of computers in our voting systems
comes some new opportunities for increased transparency in our
government’s operations; particularly, when the information is
posted in a “comma-delimited format” (e.g., a format that may easily be extracted into a word processing or spreadsheet software).
The following features are important to include on the Secretary of
State’s website for public’s examination:
A. “Vote Scope”The Secretary of State’s Office shall provide on
the home page of its website a prominent link called “Vote
Scope”(or similarly descriptive words to this effect) where
citizens may view ALL the election’s tallies sorted by precinct
and by county, as well as view how their votes were processed
(e.g., whether absentee, in-precinct). Items “B” through “M”
below shall be posted on this Secretary of State website link.
B. “Precinct Sorting Address” A “Vote Scope”link shall allow
voters, and election workers to type in addresses to determine
their “Precinct Sorting Address.”
C. Non-Election Day Voting & “Ballot Failures” Every NonElection Day Voter has the right to know if their ballot safely
met its destination; and if it was accepted or rejected, and the
reason why with remedy suggested. This link shall provide
a means for individual voters to use their “Precinct Sorting
Address” to access the precinct data to see if their name
has been checked-off as having voted. (Party affiliations and
addresses will be concealed.) If a voter believes that there is an
error, they may check the provisional database to see if it was
cast as “provisional” by the poll workers caused by a problem
with the ballot. And if the voter still believes there is an error,
the website shall provide a simple and immediate method to
file a “Ballot Failure” complaint to be included with the precinct
data.
D. Public Disclosure of “Ballot Failures” While some ballot
failures are to be expected, to have a public tally of where and
when these “Ballot Failures” occur will prove useful in reducing
the problem in future elections.
E. Provisional Ballot Status & Tallies The posting of all the
provisional ballot tallies, as well as as well their precincts, shall
provide all citizens and their political parties the ability to see if
an expenditure of their resources is warranted to monitor their
inclusion, or exclusion, in the final canvass. The results for
each individual precinct must be posted separately.
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14. Secretary of State Website
F. Posting of Precinct Identifier Numbers. Upon their
determination through a random process to described later,
these PIN numbers shall be posted for public examination.
G. Posting of Precincts Without Voteneers. All precincts that
are hand-counted without the benefit of Voteneer assistance
shall be listed on the “Vote Scope”.
H. Equipment Information. A full disclosure of ALL equipment
used in our voting systems must be posted on the Secretary of
State’s website. This full disclosure shall include, but will not
be limited to the equipment certification(s) of system integrity,
person(s) who sign off on the purchase agreement, purchase
agreement and cost of the equipment. In addition, this
disclosure will show the equipment’s true total cost including,
but not be limited to, the showing the price of supplies,
warranties, and any maintenance contracts.
I.

All County Auditor’s Office Tallies. The County Auditor’s
Office shall report ALL tallies to both the County, as well as
the Secretary of State’s Office for posting on the “Vote Scope”.
These tallies shall include the tallies from each precinct. Each
and every tally shall be reported to the Secretary of State’s
office for posting on the “Vote Scope”, as well reported to the
County elections officials. The results for each individual
precinct must be posted separately.

J. California Lottery Number: The number revealed by the
random selected process shall be immediately posted.
K. Precinct Identifier Number: The League of Women Voters (or
other distinguished non-partisan volunteer organization to be
determined) shall be responsible for immediately posting all the
Precinct Indentified Numbers (PINs) as they are established.
L. Recourse for Failure to Post. Government personnel
including, but not limited to, their subcontractors, who fail
to keep postings of equipment information current every
six months shall be immediately terminated from their
employment.
M. Centralized Voter Registration Database. By accessing one’s
Precinct Sorting Address, each voter shall be able to determine
whether their voter registration is current. For public security
reasons, party affiliations and addresses will be concealed. In
the interest of timely notification to voters, no voter registration
may be withdrawn within 60 days of an election.
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15.  COUNTY Reconciliation
The integrity of the COUNTY Reconciliation is based the Consilience paradigm of accountability—separate and distinct groups of
people overseeing separate vote counting methodologies, as follows:
A. Election Night Tasks: County Election Officials
1. Vote Data Processing:
Upon receipt of the digital data, hand count tallies and
provisional ballots, the election officials shall oversee and
perform the county’s centralized vote tabulation. They also
shall post subtotals on the “Vote Scope” for each of the
following categories:
a) By Precinct
i)

in-precinct voting by computer type

ii) in-precinct voting by hand
iii) absentee and/or vote-by-mail
iv) early voting
v) military overseas
vi) provisional
b) By County
i)

in-precinct voting by computer

ii) in-precinct voting by hand
iii) absentee and/or vote-by-mail
iv) early voting
v) military overseas
vi) provisional
2. Witnesses & Recording. Upon the close of polls, at least 21
witnesses from the public, as well as 3 “official witnesses”
from each political party represented on the ballot, shall be
afforded the opportunity to record the COUNTY reconciliation process by any non-disruptive method desired. However, the recording may NOT be conducted in a manner
that will capture the identity of any particular voter’s name
and/or address. Some acceptable methods of recording are,
but are not limited to, photography and videography.
Priority for this privilege shall be conferred first on prior
written notice and then on a “first come first serve” basis.
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15. COUNTY Reconciliation
3. Tech Review. Each political party represented in the
election may have up to two computer examiners present.
(They shall each have a half an hour to run tests earlier in
the day—prior to the close of polls.)
B. Post-Election Day Tasks: The California Lottery
1. Commence the Random Selection Process:
The morning after the Election at 9:00 a.m., the California
Lottery shall be honored with task of randomly selecting the
precincts subject to the COUNTY reconciliation.
a. Why the California Lottery? Because the California
Lottery must conduct its selection process in manner
that meets strict federal and state gaming laws, it is a
superb resource for this “other” State required task, a
genuinely random selection process. One roll that would
reveal one sets of numbers would provide an “Official
Order” (described later), which ALL counties shall use.
[Note: Many ask, Why not just pick a name out of a
hat? But then the question is, Where does the hat
come from? And how do we choose which person to
pick the number, and so on. . . . Or, others have said,
Why not just use a computer randomizer? But who
then writes the software? Who examines the software?
While determning what is random may seem simple,
it is not. If we want absolute verifiability that the
random number was not tampered with. Determining
a genuinely random number is within OUR California
Lottery’s expertise.]
b. Genuinely Random Selection. Then using their
standard legally regulated method to “roll” the Lottery
balls will commence. The results of this process will
reveal a genuinely random number. This genuinely
random random number will be used as the basis to
determine which county precincts shall be included in
each County’s reconciliation.
c. Witnesses. Upon prior written notice, as many people
as will legally fit in the California Lottery’s auditorium,
where this process takes place, shall be permitted to
witness this event. First choice for this opportunity
shall be given to the political parties who are
participating in the election; they shall be permitted
10 witnesses each. This event may be televised or
videotaped by anyone present.
d. Posting Result: The random number shall immediately
be posted on the “Vote Scope”
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15. COUNTY Reconciliation
C. Post-Election Day Tasks: League of Women Voters*
(*”League of Women Voters” shall stand in for a yet to be a
determined non-partisan entity of volunteers)
1. Commence the Precinct Identification Process
As soon as the lottery ball number has been revealed, there
shall immediately commence the selection process, as
follows:
a. Official Order: The Lottery numbers are a sequence of
double digit numbers, e.g. 22, 48, 17, 19, 3. Yet, for our
purposes we will read it from left-to-right as one long
number. For example 22, 48, 17, 19, 3 would become
224817193. This resulting number shall be called the
“Official Order,” and it shall be the first number used
to identify which precincts are to be audited in their
entirety.
b. Generating More Numbers: Because numerous
precincts must be identified, more random numbers
must be generated. We shall extrapolate more numbers
using the sequence of the “Official Order” as a guide, as
follows:
Step 1. First Digit Drops to End: If the Official
Order were 224817193, then by dropping its first
digit it and looping it to the end, it would become
248171932. This second number shall be used
to identify the second precinct to be audited in its
entirety.
Step 2. Repeat the Process: Repeat the formula of the
“Step 1” process above to identify the subsequent
precincts to be audited in their entirety. (For
example, then the number 248171932 would
become 481719322, and so on. . . .)
This process shall repeat until the Official Order
number is again reached, which may not be used a
second time. If more numbers are needed, continue
to next step.
Step 3. The “Plus-One Formula” Again using the
Official Order, roll up each digit by one. In doing so,
do not carry any digits to the next column, because
this is not real arithmetic. It is merely an expedient
way to make a new random number. For example
224817193 by using this formula would become
335928204.
(Note: Why not just add one using real arithmetic?
Because if the Official Number were 224817193,
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15. COUNTY Reconciliation
it would not change significantly enough when it
became 224817194 to be useful for the random
selection purpose.)
Step 4. Repeat the Process: Repeat the process of the
“Plus-One Formula” except rather than rolling up
one digit, roll up two digits. Again, use the Official
Order as the basis to create the “Plus-Two Formula.”
(Do not carry digits to the next column.) For example,
if the Official Order were 224817193, then after
the “Plus-Two Formula” were applied, it would be
4460389315; or to present it more graphically, view
this example:
Example:
(Read from the top down)
2 + 2= 4
2 + 2= 4
4 + 2= 6
8 + 2= 0
1 + 2= 3
7 + 2= 9
1 + 2= 3
9 + 2= 1
3 + 2= 5
Step 5. Ad Infinitum: After the “Plus-Two Formula”
is exhausted because it has reached the number
where it began, then use the same process to create
the “Plus-Three Formula,” and so on.
c. PIN Numbers: Each number derived from the above
described processing of identifying precincts shall be
called, a Precinct Identifier Number (“PIN”). And each PIN
will be given a sequentially numeric identifier suffix, and
so the first PIN, (which shall also be the “Official Order”)
shall be referred to as the PIN-1. The second PIN identified in this process shall be called the PIN-2, and so.
d. “Precinct Sorting Code” As detailed earlier, each
precinct shall have a permanent and unique Precinct
Sorting Code, (“PSC”). (Each PSC will have originated by
a random process, because these addresses must NOT
be clustered by location as are zip codes, because they
shall be used for serveral functions including use in the
random process.)
e. Verify Integrity the PSC List: The strict matching of
the nearest PSC number to each PIN is reliant upon
the accuracy and completeness of the PSC list. This
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15. COUNTY Reconciliation
verification of the PSC must occur before ANY precinct
is identified for audit.
f. Correlating Numbers: The number of digits in PINs
will exceed the six of digits in the Precinct Sorting
Code (“PSC”). Yet, for ease of use, only the first six
digits of each PIN shall be used. For example, if PIN3 is 481719322, then the only numbers that shall be
used to match the a precinct’s PSC shall be the first
six numbers as read from the left: 481719 (with the
remaining “322” ignored).
g. Posting Results: The sequence of PINs derived shall be
immediately communicated to both the County Auditor
and to the Secretary of State’s Office for their immediate
posting on the “Vote Scope.”
h. Witnesses: At least 21 witnesses from the public,
as well as 3 “official witnesses” from each political
party represented on the ballot, shall be afforded the
opportunity to observe the tabulation. Priority for this
privilege shall be conferred first on prior written notice
and then on a “first come first serve” basis.
Each witness shall be provided a list of the selected
county’s precincts in precinct order. This list can
be referenced to the PINs as they are announced to
ensure their accuracy. This event may be televised
or videotaped by anyone present. This event may be
televised or videotaped by anyone present. The results
shall immediately be posted on the “Vote Scope.”
D. County Reconciliation: County’s Auditor Office
1. Definition of “Manual” & “Hand” The terms “manual”
and “hand” are used interchangeably to mean a process
conducted by using human eyes and hands to count ballots
(and/or paper audit trails) without computerized assistance.
2. Audit Percentage Required for COUNTY Reconciliation
a. Purpose. In the COUNTY Audit Model, x percentage of
precincts must be randomly selected from each and
every county. Then each of these selected precincts are
audited in their entirety (100%).
b. What Percentage? Determining what the x percentage
is a matter of debate. Statisticians debate over what the
perfect percentage is—ranging from 1% to 10%, and
it would be easy to get lost in a battle of the experts
on this topic. But the decision need not take that
turn. Because while the specifics of the statisticians’
conclusions may differ based on their models using
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15. COUNTY Reconciliation
variables, such as the projected number of corrupted
precincts, the size of the precincts, and compensating
for “cluster effects,” they all concur that the higher
percentage audited, the better the democracy insurance.
c. Practical Considerations. We must accomplish the
task of assuring accuracy and no less, yet we do not
have unlimited funds. Because of the lack of certainty
on all the variables, at a certain point determining the
perfect number within the debated range becomes as
much statistical as it is psychological and political.
d. Conclusion. Our voters require confidence that their
vote is counted as cast, and 5% is the median of the
range in debate as to what is optimal.
However, because 2% of entire precincts, “Targeted
Precincts,” which are the precincts with the largest
discrepancy between the precinct’s machine tabulation
and the precinct’s hand count will be audited, perhaps
a percentage slightly below the median would be
acceptable.
Therefore, COUNTY Reconciliation’s RANDOM selection
shall be 3%.
C. What Order Precincts May Be Audited.
1. First. ALL of the “Targeted Precincts,” which are the 2%
of precincts that have the largest deviation between the
computer tabulation and the hand count that occurred in
the precinct shall be audited.
2. Second. At least 3% of the “Randomly Selected Precincts”
shall be audited in the numeric order of their PIN suffix,
i.e., PIN-1 and then PIN-2, PIN-3. . . .
D. Political Party Witnesses & Recording
Upon the close of polls, at least 21 witnesses from the public,
as well as 3 “official witnesses” from each political party represented on the ballot, shall be afforded the opportunity to record the COUNTY reconciliation process by any non-disruptive
method desired. However, the recording may NOT be conducted
in a manner that will may capture the identity of any particular voter’s name and/or address. Some acceptable methods of
recording are, but are not limited to, photography, videography,
and stenography.
Priority for this privilege shall be conferred first on prior written
notice and then on a “first come first serve” basis.
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15. COUNTY Reconciliation
E. County Reconciliation Tally Postings
What Shall Be Posted & When
The County Auditor’s Office shall report ALL tallies to both the
County, as well as the Secretary of State’s Office for posting
on the “Vote Scope”. These tallies shall include the tallies from
each precinct. Each and every tally shall be reported to the
Secretary of State’s office for posting on the “Vote Scope”, as
well reported to the County elections officials.
F. Commence the Hand Count: Retrieve and Count Paper
Ballots (and/or Paper Trails) in accordance with strict “chain
of custody” procedures as detailed in the following California
Election Code:
15276. The precinct board members shall ascertain the
number of votes cast for each candidate and for and against
each measure in the following manner:
One precinct board member shall read from the ballots.
As the ballots are read, at least one other precinct board
member shall keep watch of each vote so as to check on
any possible error or omission on the part of the officer
reading or calling the ballot.
15277.
(a) Two of the precinct board members shall each keep a tally
sheet in a form prescribed by the elections official. Each
tally sheet shall contain all of the following:
(1) The name of each candidate being voted for and the
specific office for which each candidate is being voted.
The offices shall be in the same order as on the ballot.
(2) A list of each measure being voted upon.
(3) Sufficient space to permit the tallying of the full vote
cast for each candidate and for and against each
measure.
(b) The precinct board members keeping the tally sheets
shall record opposite each name or measure, with pen or
indelible pencil, the number of votes by tallies as the name
of each candidate or measure voted upon is read aloud from
the respective ballot.
(c) Immediately upon the completion of the tallies, the precinct
board members keeping the tally shall draw two heavy lines
in ink or indelible pencil from the last tally mark to the end
of the line in which the tallies terminate and initial that
line. The total number of votes counted for each candidate
and for and against each measure shall be recorded on the
tally sheets in words and figures.
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15. COUNTY Reconciliation
15278. On completion of the canvass of the returns for each
election, the elections official shall compare the absent voters
list with the roster of voters in each precinct to determine if any
voter cast more than one ballot at that election.
15278.5. No precinct board member may make any tally of votes
in any other manner than is provided in this article, nor in any
place other than on the tally sheets provided for that purpose.
15279. The ballots, as soon as all of the names and measures
marked on them as voted for are read and tallied, shall not
thereafter be examined by any person, but, as soon as all
are counted, shall be carefully sealed in a strong envelope.
The signatures of each member of the precinct board shall be
written across the seal.
15280. The precinct board shall complete, sign, and return to the
elections official all furnished forms requiring its signatures.
When votes are counted at the precinct, all members of the
precinct board, upon the completion of their duties, shall
sign the following certificate of performance, which shall be
substantially in the following form:
Certificate of Performance
for ____ precinct, for the ____ election, held on the ____ day of
____, (year).
We hereby certify that the total number of votes received by
each candidate for each office and the total number of votes
cast for and against each measure is as indicated on the tally
sheets.
We further certify that the results of votes cast forms posted
outside the polling place and transmitted to the county
elections official show the total number of votes received by
each candidate for each office and the total number of votes
cast for and against each measure is as indicated.
_______________________________
Inspector

_______________________________
Assistant Inspector

_______________________________
judge

_______________________________
judge
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15. COUNTY Reconciliation
15281. The precinct board shall sign and post conspicuously on
the outside of the polling place a copy of the result of the votes
cast.
The copy shall remain posted for at least 48 hours after the
official time fixed for the closing of the polls.
Article 6. Manual Vote Count in a Central Place ..................
ELECTIONS CODE
SECTION 15290
15290. Ballots that are to be counted manually in a central
place shall be transported as provided in Sections 15201 and
15202. Each counting board shall proceed to count and tally
the ballots by precincts, separately, under the direction of the
elections official or authorized deputies, in the same manner
as provided where ballots are counted at the polling place
pursuant to Article 5 (commencing with Section 15270).
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16. Consilience
A. Is the “10, 2, 3” Punch Enough? While the 10% ballot
audit (approximately 100 ballots randomly drawn from each
precinct), the 2% Targeted Precincts audit (drawn from the
discrepancies between the hand count and the computer
tabulation), and the 3% Random Precincts audit (randomly
drawn from all precincts) all seem extraordinarily rigorous
when compared to our present Election Code 15360, these
efforts are meaningless if they do NOT lead to recourse when
things just don’t add up.
B. What is an Acceptable Margin of Error? How much
discrepancy is permissible between the findings of Auditor’s
Office and the County elections officials is easy to answer, but
hard to hear. Recent elections have taught us that elections can
be won by the misapplication of just one vote per precinct, and
so we have no choice but to balance our accounts down to the
penny. Because democracy is still worth it.
C. Recourse Any discrepancy between the findings of the Auditor’s Office and the County elections officials that would change
the outcome of the contest shall require a 10% increase in the
number of randomly selected precincts to be audited in their
entirety.
Then, if again, this process leads to a discrepancy, yet another
10% increase in the number of randomly selected precincts
shall be required to be audited in their entirety. This process
shall repeat until there is consilience.
D. Final Arbiter. In the event between a dispute between vote
accuracy between the County election officials’ findings and
the Auditor’s Office, the result closest to the final outcome of
the Precinct’s hand count of 10% of all ballots shall rule. If
that comparison does not clearly demonstrate a victor then
the rule shall be that the hand count tallies shall rule over the
computer tallies.
E. Announcement of Winners. Accuracy shall be the first
consideration, and therefore, NO winner shall be announced
until consilience has been achieved. Thereby, it will not be
unusual for the victor to be known until a week after an
election.
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“The 10, 2, 3”
step

A Precinct Reconciliation
10% of ALL Precincts Ballots (and/or
Paper Trails) randomly selected from each
and every Precinct
(approx. 100 ballots of all precincts)

step

B

County Reconciliation

2% Targeted Precincts
Entire Precincts based on
discrepancies revealed from A

3% Random Precincts
(100% of each precinct shall be hand-counted)

step
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17.  Conclusion
An audit protocol’s sole purpose is to assure that we have
a bona fide democracy.
But to achieve this purpose an audit protocol is only as
strong as its weakest link.
Our current voting system is broken and we have a
crisis—the fate our democracy. This crisis transcends
party affiliations. We must set aside our familiar modes of
negotiation—where whole portions of legislation are deleted
just to close the deal.
We have the know-how to launch this Gold Standard
Audit Protocol for U.S. Elections BEFORE the June 2006
elections. And so we shall—and not because we can, but
because we must.
From the moment we realize this challenge, we are writing
history with our actions. . .and our inactions.
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